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Crypto-currencies: 
A UAE Perspective

CRYPto-CURRenCIes
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As the use and numbers of crypto-currencies such as Bitcoin increase 
Muneer Khan and Samir Safar-Aly of Simmons & Simmons look at the

approach the UAE financial services regulators are taking.

Crypto-currencies are a type of digital money. The first cryp-
to-currency was Bitcoin but since its release in 2009, there 
are now over 900 different types. They can be bought or 
sold with other currencies, used to purchase goods from 

sellers who are willing to accept them as payment, make invest-
ments in various assets and are being held as investments them-
selves. A number of organisations around the world have taken 
to raising funds digitally (or crowd-funding) through ‘Initial Coin 
offerings’ (or ICos - also known as Initial Token offerings or Token 
Sales) which are typically accompanied by a whitepaper outlining 
their key features and the intended use of proceeds, where inves-
tors pay using crypto-currencies or conventional currencies in ex-
change for a new crypto-currency created and issued by a virutal 
or real company, which then uses the currency raised to hold as-
sets and fund projects. It is the potential for crypto-currencies to 
be treated as equity investments securities which is one of the 
reasons for increased scrutiny from financial services regulators 
in this area. 

DFSA gUiDANCE
The Dubai Financial Services Authority (DFSA), the independent 
financial services regulator for the Dubai International Financial 
Centre (DIFC), issued a General Investor Statement on Crypto-
currencies on 13 September 2017, which warned it considered 

ICos to be high risk investments due, in part, due to the complex 
systems and technology on  which they are based. According to 
the DFSA General Statement, crypto-currencies and ICos have 
their own unique risks, which may not be easy to identify or under-
stand. These risks may increase where offerings are made on a 
cross-border basis. The  DFSA General Statement, urged potential 
investors to conduct due diligence and exercise caution. This is  
a similar approach to that taken by the UK’s Financial Conduct 
Authority (FCA), which released a consumer warning on the risks 
of ICos on 12 September 2017.  Crypto-currencies have also  been 
linked to money laundering and criminal and terrorist financing. 
The Financial Action Task Force (FATF) Report on Virtual Curren-
cies (June 2014) outlines some of the risks associated with crypto-
currencies, such as greater anonymity when transacting due to 
the way blockchains are created and the decentralised nature of 
crypto-currencies.  As the DFSA Rulebook’s AMl Module (Rule 
5.23.1(a)) requires authorised firms to establish and maintain effec-
tive policies, procedures, systems and controls to prevent oppor-
tunities for money laundering, those looking to be more involved in 
the ICo and crypto-currency space may need to consider the impli-
cations for AMl and Counter-Terrorist Financing (CTF) compli-
ance.  Whether the DFSA will take an approach of dealing with 
different types of ICos separately (e.g. payment tokens, utility 
tokens and asset-backed tokens), as was the approach taken by 
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the Swiss Financial Market Supervisory Authority (FINMA) on 16 
February 2018, has yet to be seen. 

ADgm gUiDANCE
While the DFSA does not currently regulate Initial Coin/Token 
offerings (ICos), the Financial Services Regulatory Authority 
(FSRA) – which is the independent financial services regulator 
for the Abu Dhabi Global Market (ADGM) – is moving towards 
greater regulation of virtual currencies under its principle 
financial services legislation, the ADGM Financial Services and 
Markets Regulations 2015 (FSMR, as amended). The FSRA issued 
its Supplementary Guidance - Regulation of Initial Coin/Token 
offerings and Virtual Currencies under FSMR on ICos and virtual 
currencies on 9 october 2017 which is aimed at those wishing to 
use ICos to raise funds, investors and generally anyone consider-
ing transacting in virtual currencies. It states that whether an ICo 
is to be regulated under FSMR will be assessed by the FSRA on a 
case-by-case basis. If the tokens in an ICo are assessed to exhibit 
the characteristics of a ‘Security’ (as defined in FSMR, such as, 
amongst other things, ‘certificates representing certain Financial 
Instruments’ or ‘Instruments giving entitlements to investments’) 
the FSRA may deem them to be a  ‘Security’ under Section 58(2)
(b) of FSMR, which empowers the FSRA to deem any investment 
a ‘Security’ under ADGM regulation. The ADGM Guidance also 
outlines that derivatives of virtual currencies or ‘Security Tokens’ 
will be regulated as ‘Specified Investments’ under FSMR. However, 
the ADGM Guidance states that other virtual tokens which do not 
exhibit the features and characteristics of a regulated investment 
or instrument under FSMR will be treated as commodities and 
not regulated as ‘Specified Investments’ under FSMR. While the 
FSRA has stated it is sensitive to the fact that a one size approach 
is not suitable for ICos, the ADGM Guidance demonstrates a 
similar approach to that taken by the US Securities and Exchange 
Commission (SEC), in incorporating certain virtual currencies, ICos 
and derivatives of virtual currencies within existing legislation. 
This has also been the approach taken by Monetary Authority 
of Singapore (MAS) in its clarification statement in August 2017 
and its Guide to Digital Token offerings issued in November 2017.

ONSHOrE UAE
outside of the UAE’s financial free zones in ‘onshore’ UAE (i.e. 
outside the DIFC and ADGM, both of which have their own separate 
financial services regulatory frameworks), the UAE Central Bank  
(CBUAE) issued a Regulatory Framework for Stored Values and 
Electronic Payment Systems on 1 January 2017 (the CBUAE EPS 
Regulation), under powers vested in CBUAE under UAE Federal 
law No. 10/1980 concerning the Central Bank, the Monetary 
System and organisation of Banking and Cabinet Decision No.6/6 
/2016. The CBUAE EPS Regulation states that its purpose is to 
facilitate robust adoption of digital payments across the UAE in 
a secure manner. However, it then states that Virtual Currencies, 
(and any transactions thereof) are prohibited. A Virtual Currency, is 
defined as, ‘any type of digital unit used as a medium of exchange, a 
unit of account, or a form of stored value, although there are excep-
tions for digital units that can be redeemed for goods, services, 
and discounts as part of a user loyalty or rewards programmes 
with the issuer, and which cannot be converted into a fiat  or 
virtual currency. on the face of it, the CBUAE EPS Regulations, 
would cover the major virtual  or crypto-currencies on the market.  

However, on 23 october 2017, the Governor of CBUAE stated that 
the CBUAE EPS Regulations did not apply to all virtual curren-
cies. The Governor then clarified the CBUAE’s policy on virtual 
currencies on 23 october 2017 by warning against use of ‘digital 
coins’ saying it had not issued a licence to allow virtual currencies 
in the local UAE market. The Governor of the CBUAE also warned 
of the risks of using digital currencies as a medium for exchange, 
stating that because virtual currencies do not go through official 
channels and cannot be monitored or controlled, they pose a risk of 
being used for money-laundering or terrorist-financing purposes. 
In March 2018 it was also announced that several UAE-based banks 
were banning the use of credit cards for online crypto-curren-
cy trading transactions (a move which has been taken by many 
international banks in the UK and US following price volatility 
in the markets).  Similarly, the UAE Federal securities regulator, 
the Securities and Commodities Authority (SCA) has issued a 
public warning on ICos cautioning investors to be aware of some 
risks associated with these investments, such as the potential 
for fraud, high volatility in light of speculation, and the fact they 
are not specifically catered for under existing SCA regulations.  
Whether the SCA will consider ICos as a ‘foreign security’ under 
existing legislation, such as the SCA Promoting and Introducing 
Regulations (SCA Decision No. 3/R of 2017), has yet to be seen. 
Crypto-currencies and ICos have mushroomed in recent years, 
attracting attention and speculation. Policy makers and regulators 
have increasingly been voicing their concerns. These regulatory 
statements have provided some much needed guidance on the 
regulators’ positions and there appears to be a growing consensus 
amongst the financial regulators on the perceived risks. Recent 
events have indicated the potential volatility of this market and 
the regulators  have the difficult task of balancing the need for 
greater innovation and competition in the  financial services sector 
with consumer protection and market stability. 

http://www.emirateslaw.ae/
mailto:muneer.khan@simmons-simmons.com
mailto:samir.safar-aly@simmons-simmons.com



